Abstract-This paper addresses the design of the power-limited intelligent adversary for sensing deception in a cognitive radio network. The average number of successfully spoofed bands by the adversary is analyzed, which can be expressed in terms of the individual spoofing probability on each band. The worst-case sensing deception strategy is obtained by maximizing the average number of successfully spoofed bands, under the adversary's power constraint. Specifically, for a cognitive radio network where energy detection is utilized by secondary users, it is shown that the worst-case deception strategy is equal-power, partialband spoofing.
I. INTRODUCTION
I N order to solve the contradiction between spectrum scarcity and low spectrum utilization, Cognitive Radio (CR) [1] , [2] , [3] , allowing for dynamically accessing unused spectrum bands with only minimal degradation to primary users, is one promising candidate. Spectrum sensing is one of the key technologies in the realization of a CR system, since it enables CR to fill in unused spectrum bands without causing harmful interference to primary users. A spectrum band is unavailable for use by secondary users if it is determined to be busy through sensing; while one judged to be vacant can be used until a primary user appears.
Note that while spectral efficiency can be improved based on this dynamic access paradigm, in comparison to a traditional radio, this sensing-before-accessing scheme makes a CR network more vulnerable to an attack by an intelligent adversary. For a traditional radio, an adversary can interfere with reception by jamming. For a cognitive radio, in addition to jamming, the adversary can interfere with reception, or even prevent transmission, by misleading sensing decisions by emitting signals in the unused bands [4] . The feasibility of launching such a sensing attack is analyzed in [5] , and Chen et al. [6] studied mechanisms to combat such attacks.
In this paper, we focus on the problem of sensing deception by an intelligent adversary of the CR system. An intelligent adversary emits spoofing signals in the unused bands, in order to make secondary users, with some probability, think that these bands are being used by primary users and should be avoided. Unused bands taken to be busy by secondary users due to the spoofing signal are termed successfully spoofed bands, and the probability of this is the spoofing probability.
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The underlying assumption in this paper is that spoofing a given spectral band can be accomplished more efficiently than can jamming that same spectral band.
The worst-case sensing deception strategy is derived in this paper, whereby the average number of successfully spoofed bands is maximized for an intelligent adversary with a limited power budget. The worst-case sensing deception strategy is derived for a CR network where secondary users utilize energy detection for spectrum sensing. It is shown that the worst-case sensing deception is a partial-band spoofing strategy, with an equal power distribution.
The remainder of this paper is organized as follows. The system model is presented in Section II, and the worst-case sensing deception is derived in Section III. Numerical results are provided in Section IV, and conclusions are presented in Section V.
II. SYSTEM MODEL
The spectral range of interest considered in this paper is divided into multiple bands, each with identical bandwidth, as shown in Fig. 1 . There are two types of bands: busy bands and allowable bands. Busy bands are those currently occupied by primary users, while allowable bands are those not currently used by primary users. Ideally, the allowable bands can be accessed by secondary users through spectrum sensing, and hence the spectral efficiency is increased.
The focus of this paper is on the allowable bands. The allowable bands that the adversary chooses to launch signals in are termed spoofed bands, while the allowable ones that are not spoofed are called vacant bands. It is possible that not every spoofed band of the intelligent adversary will appear to be busy to secondary users. Those bands that appear to be busy are called successfully spoofed bands.
Secondary users access vacant bands determined via spectrum sensing. With the presence of thermal noise, an allowable band will be determined to be busy with some non-zero probability. This probability will be further increased by a spoofing signal. If all allowable bands in the spectral range of interest are successfully spoofed, the cognitive radio communication system fails. However, it is not always the optimal strategy for the adversary to spoof all allowable bands, since the intelligent adversary has limited power.
For a spectral range consisting of N allowable bands, the average number of successfully spoofed bands N J can be 
where p k is the probability of successfully spoofing (or spoofing probability, for short) in the kth allowable band, and is given in the next section.
. . , N) be variables such that X k = 1 means that the kth band is successfully spoofed by the adversary, while X k = 0 indicates that this band is sensed to be vacant by the secondary user. Therefore, the number of successfully spoofed bands is the sum of X k over all k. The expectation of this sum is the average number of successfully spoofed bands, N J , and is given by
Our goal is to maximize the average number of successfully spoofed bands by an intelligent adversary having a power budget P . That is
where P k is the power the intelligent adversary emits on the kth allowable band.
III. WORST CASE SENSING DECEPTION IN CR NETWORKS
In order to analyze the worst-case sensing deception, we consider a cognitive radio network where secondary users determine the availability of a spectrum band through the use of a radiometer, as shown in Fig. 2 .
The output of the integrator at any time is the energy of the input to the squaring device over a T second interval. The noise pre-filter serves to limit the noise bandwidth to be the same as that of allowable bands.
In the presence of an intelligent adversary, the input r k (t) to the squaring device of a secondary user's receiver observing the kth allowable band consists of both thermal noise, n k (t), and the spoofing signal, j k (t). That is
where j k (t) is assumed to be Gaussian distributed with zero mean, and hence its variance equals the spoofing power emitted on the kth allowable band, i.e. P k . The path loss factor between the adversary and the secondary user's receiver is denoted as α, which is assumed to be constant across all bands. Thermal noise after the pre-filter is modeled as zero mean additive Gaussian noise n k (t), i.e., n k (t) ∼ N(0, σ 2 n,k ). The spoofing signal, j k (t), and the noise, n k (t) are assumed to be independent of each other.
Using the results from Urkowitz [7] , it can be shown that the spoofing probability, p k , the probability of determining that an allowable band is busy, is given approximately by
where T W , as used in [7] , refers to the product of the integration time interval and the bandwidth (it is termed time-bandwidth product hereafter), Q(·) is the Gaussian tail function, K is the detection threshold at the secondary user's receiver, and we now express p k as p k (P k ) to explicitly denote its dependence on the power. The threshold is used by secondary users for comparison with the radiometer output, to decide whether the band of interest is vacant. If the output is larger than the threshold, the presence of a primary user is assumed; if the output is smaller than the threshold, the absence of a primary user is assumed, thus indicating that this observed band can be accessed by secondary users. The threshold K is usually predetermined by the false alarm probability, p f , due to thermal noise through the following relation [7] ,
where it is assumed in (6) that the thermal noise power is identical across all allowable bands, that is, σ
. . , N. Therefore, from (3), the worst-case sensing deception problem can be formulated as
As seen in Eq. (7), our problem is to determine how much power should be allocated to each allowable band in order to maximize the objective function, namely, the average number of successfully spoofed bands, which is a function of spoofing power P k , thermal noise power σ 2 n , time-bandwidth product T W , and the threshold K. With the presence of spoofing power, the energy in the allowable band is increased, in this way, the probability that an allowable band is determined to be busy is increased. Meanwhile, for the same amount of spoofing power and noise power on the allowable band, it is more likely that this band is determined to be busy when the accumulated energy is compared with a lower threshold. Therefore, for our problem, whereby the intelligent adversary has a limited power budget, the spoofing power it should allocate to each allowable band varies with different values of the threshold.
Using Lagrange multipliers with inequality constraints [9] , [10] , a closed-form expression for the worst-case sensing deception strategy for an intelligent adversary with a limited power budget can be obtained [11] . The strategy can be divided into two categories, according to the value of the threshold used by the secondary users.
We define the parameter V as V (T W + (T W ) 2 + 8T W )σ 2 n . From [11] , when V is smaller than the threshold K, the worst-case sensing deception strategy is to spoof a fraction of the allowable bands, with an identical power allocation. In other words, for a spectral range consisting of N allowable bands, the worst-case deception is to identically distribute spoofing power over N * allowable bands, where N * ≤ N . When V is greater than or equal to the threshold, all allowable bands should be spoofed, with identical power allocation. That is
IV. RESULTS ANALYSIS
We now illustrate this technique with some numerical examples. The optimal number of spoofed bands is illustrated in Fig. 3 , where the curves are parameterized by the total spoofer power P . The threshold K corresponds to p f = 0.05, the noise power σ 2 n = 1, α = 1, and T W = 100. It is seen that each curve exhibits a knee, which corresponds to the transition from full-band spoofing to partial-band spoofing. To the left of the knee, the number of spoofed bands equals the number of allowable bands. This is because when the number of allowable bands is small, the adversary has enough power to spoof all of them with high probability of success. To the right of the knee, the number of allowable bands is large, and the adversary can only spoof a fraction of them.
In Fig. 4 and 5, we now assume that the number N of allowable bands is sufficiently large that the optimal number of spoofed bands N * no longer depends on N , that is, we are operating to the right of the knee in Fig. 3 , in the regime of partial-band spoofing. In Fig. 4 , the optimal number of spoofed bands N * , is plotted versus the spoofing-power-tonoise-power ratio R = P/σ 2 n for a time-bandwidth product T W = 100. Different values of the threshold are used, with each one corresponding to a different false alarm probability. It is seen that N * increases as R increases, which is reasonable since more spoofing power allows one to spoof more allowable bands. When the thermal noise power and T W are held constant, increasing p f indicates a decrease in K (as in (6)). This allows a given level of spoofing power to be spread over a larger number of bands.
Consider now Fig. 5 , where N * versus the spoofing-powerto-noise-power ratio R is plotted for a threshold corresponding to p f = 0.05, the thermal noise power σ 2 n = 1 and different values of T W . It is seen that for fixed p f and R, when T W increases, the optimal number of spoofed bands N * increases. That is, for the same spoofing power, an increase in T W increases the ability to spoof. This is reasonable because, for a fixed spectrum band, an increase in T W means an increase in the integration time interval. A radiometer with a longer integration time has a better ability to determine whether the received power is below or above the threshold.
When V is smaller than the threshold, the average number of successfully spoofed bands versus the number of allowable bands is plotted in Fig. 6 . The time-bandwidth product T W = 100, the thermal noise power σ 2 n = 1, and the threshold K corresponds to p f = 0.05. For a given P , the average number of successfully spoofed bands N J increases as the number of allowable bands increases. Each curve exhibits a knee. To the left of the knee, the curves increase sharply, because with a small number of allowable bands, the adversary can spoof them all with high probability of success. To the right of the knee, the number of allowable bands is large, so the adversary can only spoof a fraction of them. Therefore, the spoofing probability could be either due to both spoofing and thermal noise power (as in (5)), or only due to thermal noise power, that is, false alarm probability p f (as in (6)). At this point, when the number of allowable bands increases by ΔN , the average number of successfully spoofed bands increases by ΔN · p f , resulting in a linear increase, and the slope is equal to p f . Comparing different curves in Fig. 6 , it is seen that an increase in spoofing power P results in an increase in N J , which is consistent with the observation made earlier in this section that more spoofing power allows one to spoof more bands.
When V is larger than the threshold, from (8), the worstcase sensing deception strategy is to equally allocate power into all allowable bands, and in this case, the average number of successfully spoofed bands N J versus the number of allowable bands N is plotted in Fig. 7 . The time-bandwidth product T W = 100, the thermal noise power σ 2 n = 1, and the threshold K corresponds to p f = 0.50. Compared with Fig. 6 , the false alarm probability increases from 0.05 to 0.50, leading to a significant decrease in the threshold from above V to below V . When the number of allowable bands N increases, the average number of successfully spoofed bands N J increases as well, though the increase in N J becomes smaller as N gets larger. Comparing Fig. 7 with Fig. 6 , we see that, for the same spoofing power, the average number of successfully spoofed bands is larger in Fig. 7 than it is in Fig.  6 . This shows that a lower threshold increases the probability of successful spoofing for a given level of spoofing power.
V. CONCLUSIONS
In this paper, an analysis of worst-case sensing deception in a cognitive radio network is presented, where the average number of allowable bands successfully spoofed by an intelligent adversary is maximized.
In particular, the optimal strategy is derived for a CR network where energy detection is used by secondary users, and is shown to correspond to equal-power, partial-band spoofing. From our analyses, the following observations are made: 1) More spoofing power allows the adversary to spoof more bands; 2) A decrease in the threshold leads to an increase in the probability of successful spoofing; 3) An increase in the time-bandwidth product will increase the spectrum sensing performance of secondary users in a noise-only environment, and it will also boost the probability of successful deception. 
